
DOCTORS ARE BEING VICTIMIZED BY THIS HACKING MODUS 

 
Creating Urgency:  The hacker pressures you by saying they plan to bring the donation within 

the day, leaving you with little time to verify the request before acting. 

 

SCAM & HACKING ALERT: Protect Your Facebook Account! 

Sharing this for awareness, especially for my fellow doctors. A new scam has been circulating 

among colleagues in recent days, involving both financial fraud and Facebook account hacking. 

 

SCAM #1: Fake Donation Requests 

A hacked Facebook account (often belonging to a doctor) will message you, asking for donations 

for orphans or sick children through a church. The scammer provides a bank account (e.g., 

CIMB) using the hacked person’s name, making it seem legitimate. Be cautious—some bank 

transfers still go through even if the account name doesn’t match! They also create urgency by 

saying they need the donation before a scheduled church visit. 

 

SCAM #2: Patient Referral & Email Hack 

The hacker sends a friend request to a doctor and pretends to refer a patient. They claim the 

patient’s Messenger isn’t working and that they don’t have Viber, so they suggest 

communicating via Yahoo Mail. Once they have your email, they attempt to reset your Facebook 

password by requesting a recovery code. They then convince you to share the code, pretending 

it’s needed to "connect" your account with the patient’s. If you give them the code, they take 

over your account, lock you out, and use it to continue the scam with new victims. 

Several accounts have already been compromised in the past few days. Just now, I received a 

friend request from one of these hacked accounts, which I had already been warned about in our 

group chats. 

Stay vigilant! Hackers are getting more sophisticated, and even careful users can be tricked. 

Never share verification codes, double-check donation requests, and report suspicious accounts 

immediately. 

 

Please report to FB that this is a hacked account and unfriend or block: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

https://www.facebook.com/photo/?fbid=10165091299189746&set=pcb.10165091299609746&__cft__%5b0%5d=AZVL-lwre7wGV-cqaAAs2OtApOJ7ykBM0plAehxiD906GZiNBpJPwY8m1g9AnudFGTA76yiRJGGEbApfPuZ7I7KAMO01cV7jjfboTmHjVcBS_VhASOFEXyNktntRqftxm0Toaqv290u98Wdr0zQcUt4FMblNXH23N6LAI5sQQq8jTA&__tn__=*b0H-R
https://www.facebook.com/photo/?fbid=10165091299189746&set=pcb.10165091299609746&__cft__%5b0%5d=AZVL-lwre7wGV-cqaAAs2OtApOJ7ykBM0plAehxiD906GZiNBpJPwY8m1g9AnudFGTA76yiRJGGEbApfPuZ7I7KAMO01cV7jjfboTmHjVcBS_VhASOFEXyNktntRqftxm0Toaqv290u98Wdr0zQcUt4FMblNXH23N6LAI5sQQq8jTA&__tn__=*b0H-R
https://www.facebook.com/photo/?fbid=10165091299274746&set=pcb.10165091299609746&__cft__%5b0%5d=AZVL-lwre7wGV-cqaAAs2OtApOJ7ykBM0plAehxiD906GZiNBpJPwY8m1g9AnudFGTA76yiRJGGEbApfPuZ7I7KAMO01cV7jjfboTmHjVcBS_VhASOFEXyNktntRqftxm0Toaqv290u98Wdr0zQcUt4FMblNXH23N6LAI5sQQq8jTA&__tn__=*b1H-R
https://www.facebook.com/photo/?fbid=10165091299274746&set=pcb.10165091299609746&__cft__%5b0%5d=AZVL-lwre7wGV-cqaAAs2OtApOJ7ykBM0plAehxiD906GZiNBpJPwY8m1g9AnudFGTA76yiRJGGEbApfPuZ7I7KAMO01cV7jjfboTmHjVcBS_VhASOFEXyNktntRqftxm0Toaqv290u98Wdr0zQcUt4FMblNXH23N6LAI5sQQq8jTA&__tn__=*b1H-R
https://www.facebook.com/photo/?fbid=10165091299379746&set=pcb.10165091299609746&__cft__%5b0%5d=AZVL-lwre7wGV-cqaAAs2OtApOJ7ykBM0plAehxiD906GZiNBpJPwY8m1g9AnudFGTA76yiRJGGEbApfPuZ7I7KAMO01cV7jjfboTmHjVcBS_VhASOFEXyNktntRqftxm0Toaqv290u98Wdr0zQcUt4FMblNXH23N6LAI5sQQq8jTA&__tn__=*b2H-R
https://www.facebook.com/photo/?fbid=10165091299379746&set=pcb.10165091299609746&__cft__%5b0%5d=AZVL-lwre7wGV-cqaAAs2OtApOJ7ykBM0plAehxiD906GZiNBpJPwY8m1g9AnudFGTA76yiRJGGEbApfPuZ7I7KAMO01cV7jjfboTmHjVcBS_VhASOFEXyNktntRqftxm0Toaqv290u98Wdr0zQcUt4FMblNXH23N6LAI5sQQq8jTA&__tn__=*b2H-R
https://www.facebook.com/photo/?fbid=10165091299454746&set=pcb.10165091299609746&__cft__%5b0%5d=AZVL-lwre7wGV-cqaAAs2OtApOJ7ykBM0plAehxiD906GZiNBpJPwY8m1g9AnudFGTA76yiRJGGEbApfPuZ7I7KAMO01cV7jjfboTmHjVcBS_VhASOFEXyNktntRqftxm0Toaqv290u98Wdr0zQcUt4FMblNXH23N6LAI5sQQq8jTA&__tn__=*b3H-R
https://www.facebook.com/photo/?fbid=10165091299454746&set=pcb.10165091299609746&__cft__%5b0%5d=AZVL-lwre7wGV-cqaAAs2OtApOJ7ykBM0plAehxiD906GZiNBpJPwY8m1g9AnudFGTA76yiRJGGEbApfPuZ7I7KAMO01cV7jjfboTmHjVcBS_VhASOFEXyNktntRqftxm0Toaqv290u98Wdr0zQcUt4FMblNXH23N6LAI5sQQq8jTA&__tn__=*b3H-R
https://www.facebook.com/photo/?fbid=10165091299519746&set=pcb.10165091299609746&__cft__%5b0%5d=AZVL-lwre7wGV-cqaAAs2OtApOJ7ykBM0plAehxiD906GZiNBpJPwY8m1g9AnudFGTA76yiRJGGEbApfPuZ7I7KAMO01cV7jjfboTmHjVcBS_VhASOFEXyNktntRqftxm0Toaqv290u98Wdr0zQcUt4FMblNXH23N6LAI5sQQq8jTA&__tn__=*b4H-R
https://www.facebook.com/photo/?fbid=10165091299519746&set=pcb.10165091299609746&__cft__%5b0%5d=AZVL-lwre7wGV-cqaAAs2OtApOJ7ykBM0plAehxiD906GZiNBpJPwY8m1g9AnudFGTA76yiRJGGEbApfPuZ7I7KAMO01cV7jjfboTmHjVcBS_VhASOFEXyNktntRqftxm0Toaqv290u98Wdr0zQcUt4FMblNXH23N6LAI5sQQq8jTA&__tn__=*b4H-R


 

 

 

 

 

 

 

 

 

 

  



 


